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Disclaimer and Reminder

Where this presentation refers to certain aspects of the Anti-Money Laundering and Counter-
Terrorist Financing Ordinance (Cap. 615) (AMLO) and the anti-money laundering/ counter-financing 
of terrorism (AML/CFT) guidelines published by the Securities and Futures Commission (SFC), it 
provides information of a general nature that is not based on a consideration of specific 
circumstances. Furthermore, it is not intended to cover all requirements that are applicable to you or 
your firm. Accordingly, it should not be regarded as a substitute for seeking detailed advice on any 
specific case from your own professional adviser.

The SFC is the owner of the copyright and any other rights in the PowerPoint materials of this 
presentation. Such materials may not be reproduced for or distributed to third parties, or used for 
commercial purposes, without the SFC’s prior written consent.
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Update on major AML/CFT regulatory 
developments
(1) Incorporation of virtual asset-specific requirements in the 

AML/CFT guidelines

(2) Other key amendments to the AML/CFT guidelines

(3) Illicit Financial Flows from Cyber-enabled Fraud

Joyce Pang
Associate Director and Head of AML
Intermediaries Supervision 

Speaker: 
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DEC 2022

Gazettal of the Anti-Money 
Laundering and Counter-
Terrorist Financing 
(Amendment) Ordinance 2022

Public consultation on 
proposals to amend 
AMLO

NOV 2020

Major AML/CFT regulatory developments

MAY 2021
Consultation 
conclusions on 
proposals to amend 
AMLO

Effective date of revised 
AMLO and SFC’s 
AML/CFT guidelines

JUN 2023

Key milestones

MAY 2023
SFC’s consultation conclusions 
on the proposed regulatory 
requirements for VATP operators

FEB 2023
SFC’s public consultation 
on the proposed 
regulatory requirements 
for virtual asset trading 
platform (VATP) operators
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Virtual asset-specific AML/CFT requirements 
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Scope of application

VATPs licensed by the SFC Licensed corporations (LCs) when carrying 
out businesses associated with virtual assets 
(VAs) or businesses which give rise to money 

laundering and terrorist financing (ML/TF) 
risks in relation to VAs
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Illustrative examples of businesses associated with VAs or give 
rise to ML/TF risks in relation to VAs

An LC offers products, services or transactions involving VAs, for example:
 VA fund managers
 Intermediaries dealing in or advising on VAs
 Intermediaries distributing VA-related products

An LC’s customer derives its funds or wealth substantially from VAs or 
carries out VA businesses
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Characteristics of VAs and key AML/CFT requirements

Characteristics of VAs 

Pseudonymity

Borderless

Near-instantaneous 
transaction speed

Transactions 
conducted without 
involvement of 
intermediaries

Specific AML/CFT requirements

Risk 
assessment

Identify 
suspicious VA 
transactions 

Travel rule

Screening
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Institutional and customer risk assessments

Examples of VA-specific illustrative risk indicators:

Customer’s origin of 
wealth is substantially 
derived from activities that 
may present higher risks, 
eg, VA activities conducted 
via virtual asset service 
providers (VASPs) that 
are unregulated or with 
lax AML/CFT controls

VASP customer sets up 
offices in, or moves offices 
to, jurisdictions posing a 
higher risk, eg, as those 
neither prohibit nor 
regulate VASPs

Products that may inherently 
favour anonymity

Deposits from or payments 
to unknown or unrelated 
third parties in the form of 
virtual assets

Customer risk Customer risk Product/service/
transaction risk

Product/service/
transaction risk
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Screening – ongoing monitoring of VA transactions and activities

1

2

Establish and maintain systems and controls to conduct screening of VA transactions and 
the associated wallet addresses:

Tracking the transaction history of VAs to identify the source and 
destination of these VAs

Identifying transactions involving wallet addresses associated with 
illicit or suspicious activities/sources, or designated parties

Adopt appropriate technological solutions such as blockchain 
analytic tools
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Screening – use of technological solutions

Conduct due diligence on technological solutions provided by external parties, and 
remain responsible for discharging AML/CFT obligations

Quality and effectiveness of 
the tracking and detection tool

Coverage, accuracy and reliability of the 
information maintained in the database 
that supports its screening capability

Any limitations (eg, limited reach 
of the blockchain analytical tools)
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Screening – ongoing monitoring of VA transactions and activities
Examples of red flag indicators of suspicious transactions and activities:

Customer-related

A customer only deposits fiat currency or VA and 
subsequently withdraws the entire balance 
without trading

Customer-related

A customer who enters the platform and/or 
initiates transactions from an IP address that may 
present higher risks (eg, proxies, VPNs)

Related to movement of 
funds and VAs

Transfers of VAs from multiple wallets in small 
amounts with subsequent transfer to another 
wallet or conversion of the entire amount to fiat 
currency

Trading-related

Converting VAs to fiat currency at a potential 
loss with no apparent commercial rationale 
regardless of price fluctuations or high commission 
fees



13

VA transfer – overview of travel rule and other requirements
Illustrative diagram of VA transfers between institutions (VASPs and financial institutions (FIs)) 

1 Requests 
transfer of VA 

2

Obtain and record required information of the 
originator and recipient

Perform sanctions screening and ongoing 
monitoring of VA transactions

Conduct due diligence on the beneficiary 
institution

Ordering 
institution

(VATP A or FI A)

3

3

Transfers VA 

Submits required information 
immediately and securely

Beneficiary 
institution

(VATP B or FI B)

Obtain and record required information of the 
originator and recipient submitted to it by the 
ordering institution

Perform sanctions screening and ongoing 
monitoring of VA transactions

4

Conduct due diligence on the ordering 
institution 

Recipient
(Client of VATP B or FI B)

Releases VA 
received

5

Originator
(Client of VATP A or FI A)

 To provide fundamental information for carrying out sanctions 
screening and transaction monitoring

 To prevent processing VA transfers for illicit actors and designated 
parties; and detect such transfer when it occursObjectives
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Travel rule – submit information securely and immediately

Information to be submitted immediately and securely by the 
ordering institution to the beneficiary institution before carrying 
out a VA transfer:
1. Originator’s name
2. Number of the originator’s account
3. Originator’s address, customer identification number or 

identification document number, or the date and place of 
birth if the originator is an individual*

4. Recipient’s name
5. Number of the recipient’s account

* Not required when the amount involved is less than HKD 8,000

Required information Immediately**
Required information submitted prior to, or simultaneously
or concurrently with, the VA transfer

Securely
Required information stored and submitted in a secure 
manner to protect its integrity and availability, and avoid 
unauthorised access or disclosure

Originator Beneficiary 
institution

RecipientOrdering 
institution

Submits required 
information immediately 

and securely

**Submission of information “immediately” will take effect on 1 January 
2024, but should be as soon as practicable after the VA transfer. 
See FAQ #28.
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Travel rule – VA transfer counterparty due diligence

Perform VA transfer counterparty due diligence measures before conducting any VA 
transfers with VASPs and FIs

Understand 
the nature of 

the VA 
transfer 

counterparty’s 
business

Understand 
the nature 

and expected 
volume and 
value of VA 
transfers Determine the 

reputation of 
the VA transfer 
counterparty 
and the quality 

and 
effectiveness 

of the AML/CFT 
regulation and 

supervision 
which it is 
subject to

Assess the 
AML/CFT 

controls of 
the VA transfer 
counterparty 

Assess whether 
the VA transfer 
counterparty 
can comply 

with the travel 
rule and 

protect the 
confidentiality 
and integrity of 
personal data

Obtain 
approval 

from senior 
management
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Travel rule – use of technological solutions
Enable the identification of VA transfer counterparties and submission and receipt of the
required information of a VA transfer, other consideration factors are:

Interoperability of the solution with other similar 
solutions adopted by VA transfer counterparties

Whether the solution can submit 
immediately and securely to, and obtain 
from multiple VA transfer counterparties,
the required information for a large volume 
of VA transfers in a stable manner

Whether the solution enables effective 
scrutinization and screening of VA 
transfers, to identify suspicious transactions 
and meet sanctions obligations

Whether the solution facilitates VA transfer 
counterparty due diligence

Whether the solution 
facilitates keeping the 
required information
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VA transfer with unhosted wallets

Originator Ordering institution 

Recipient

(Client of VATP A or FI A)

Beneficiary institution

(VATP A or FI A)

Unhosted wallet 
owned by 

recipient/originator

(Client of VATP A or FI A) 

Obtain and record required 
information from the customer

Perform sanctions screening on
the originator or recipient and 
ongoing monitoring of the VA 
transactions 

Required information
1. Originator’s name
2. Recipient’s name
3. Originator’s address, customer identification number or identification document 

number, or the date and place of birth if the originator is an individual (when 
transaction amount is not less than $8,000)

4. Wallet address of: 
a. Recipient (for sending VA transfer to an unhosted wallet)
b. Originator (for receiving VA transfer from an unhosted wallet)

5. Number of account maintained with the institution for:
a. Originator (for sending VA transfer to an unhosted wallet)
b. Recipient (for receiving VA transfer from an unhosted wallet)

Illustrative diagram of same party transfer
Requests 
transfer of 

VA 

Releases VA 
received

Transfers VA 

Transfers VA
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VA transfer with unhosted wallets

Assess the ML/TF risks associated with VA transfers involving unhosted wallets and take
reasonable measures to mitigate and manage the risks, for example:

Accept VA transfers only to/from unhosted wallets assessed to be reliable, having regard to:
 screening results of the VA transactions and the associated wallet addresses; and 
 the assessment results of the ownership or control of the unhosted wallet

Impose transaction limits (eg, amount of VA transfers)

1

2

3

Conduct enhanced monitoring of VA transfers with unhosted wallets
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Other key VA-specific requirements
Identification and verification of customer’s identity

1
Obtain and monitor additional customer information which could include:

 IP address(es) with an associated time stamp
 geo-location data
 device identifiers

Additional due diligence measures and other risk mitigating measures
to mitigate the risks associated with “cross-border correspondent 
relationships” in the context of VAs

3

Third-party deposits and payments

Cross-border correspondent relationships

 Existing requirements for third-party deposits and payments in the 
form of funds are applicable to VAs*

 Requirements on ascertaining the ownership or control of the account

* Delayed due diligence on the source of a deposit or evaluation of a third-party deposit does not apply to a deposit in the form of VAs considering 
the nature and ML/TF risks associated with VAs

2
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Update on major AML/CFT regulatory 
developments
(1) Incorporation of virtual asset-specific requirements in the AML/CFT 

guidelines

(2) Other key amendments to the AML/CFT guidelines

(3) Illicit Financial Flows from Cyber-enabled Fraud

Sharon Wong
Senior Manager
Intermediaries Supervision 

Speaker: 
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Background and objectives

The SFC issued a circular on 24 May 2023 setting out the key
amendments made to the AML/CFT guidelines, which took effect
on 1 June 2023.

To incorporate the provisions and guidance related to
the Anti-Money Laundering and Counter-Terrorist
Financing (Amendment) Ordinance 2022

To enhance clarity and provide additional facilitative 
or elaborative guidance on existing requirements

To keep in line with the latest Financial Action Task 
Force (FATF) standards and existing statutory 
provisions

Objectives of the amendments include:
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Amendments in relation to revised AMLO provisions
– Politically exposed person (PEP)

 Rename “foreign PEP” as “non-Hong Kong PEP” and “domestic PEP” as “Hong Kong PEP” to 
reflect the revised statutory definition of PEPs (ie, from one in a place outside the People’s 
Republic of China to one in a place outside Hong Kong)

Revised definition
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Amendments in relation to revised AMLO provisions
– Politically exposed person 

Treatment of former PEPs

 Incorporate definition of “former non-Hong Kong PEP”
 Permit disapplication of special requirements and additional measures for non-Hong Kong PEPs 

who no longer present a high risk of ML/TF following an appropriate risk assessment
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Amendments in relation to revised AMLO provisions
– Politically exposed person 

Treatment of former Hong Kong PEPs and former international 
organisation PEPs
 Remove the senior management approval requirement for the disapplication of special requirements 

and additional measures for a former Hong Kong PEP or former international organisation PEP
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Amendments in relation to revised AMLO provisions
– Beneficial owner of a customer that is a trust

Revised definition
 Reflect the revised statutory definition of beneficial owner in relation to a trust (ie, remove the

25% threshold and add the trustee, a beneficiary and a class of beneficiaries)
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Amendments in relation to revised AMLO provisions
– Beneficial owner of a customer that is a trust

Risk-based guidance
 Provide risk-based guidance on determining the extent of reasonable measures for verifying the

identities of the beneficiaries and classes of beneficiaries of a customer that is a trust
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Amendments in relation to revised AMLO provisions
– Recognised digital identification system (Digital ID System)

Reliable and independent source
 Incorporate guidance to reflect that data or information provided by a recognised Digital ID

System is a reliable and independent source for identifying and verifying a customer’s identity
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Amendments in relation to revised AMLO provisions
– Recognised digital identification system

Non-face-to-face situations
 Permit the disapplication of additional measures to a customer (or natural persons acting on

behalf of a customer) who is not physically present for identification purposes if that person’s
identity has been verified by using the data and information provided by a recognised
Digital ID System, while having regard to paragraph 5.1 of the Code of Conduct* and acceptable
non-face-to-face account opening approaches
* Code of Conduct for Persons Licensed by or Registered with the Securities and Futures Commission
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Amendments to provide facilitative guidance

Beneficial 
owner of a 

natural person 
customer

Beneficiary 
of a trust 

designated 
by class
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High risk 
situations

Amendments to provide facilitative guidance
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Numbered 
accounts

Amendments to provide facilitative guidance
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Alignment with latest FATF standards

Definition of 
beneficial 

owner

Bearer share 
warrants
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Alignment with existing AMLO provisions

When customer 
due diligence 

(CDD) 
measures must 
be carried out Special 

requirements if a 
customer has not 
been physically 

present for 
identification 

purposes

Record-keeping
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Alignment with other statutory provisions

Financial 
Reporting 
Council 

(Amendment) 
Ordinance 2021

Scope of 
targeted 
financial 

sanctions 
regime in Hong 

Kong
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Alignment with other statutory provisions

Prevailing 
regulations 

under the United 
Nations 

Sanctions 
Ordinance 
(Cap. 537)
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Update on major AML/CFT regulatory 
developments
(1) Incorporation of virtual asset-specific requirements in the AML/CFT 

guidelines

(2) Other key amendments to the AML/CFT guidelines

(3) Illicit Financial Flows from Cyber-enabled Fraud
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 On 9 November 2023, the FATF published a report on Illicit Financial 
Flows from Cyber-enabled Fraud (the Report).

More citizens are participating in online activity as digital 
services are integral to daily life and public functions  

 The Report describes the rising ML threat from cyber-enabled 
fraud (CEF), in particular:

Criminals can leverage technology to increase the 
scale, scope and speed of their criminal activities

Online scams are most frequently perceived as posing 
‘high’ or ‘very high’ threats

 The Report also provides examples of risk indicators and good 
examples of anti-fraud and AML/CFT controls for reference.

Illicit Financial Flows from Cyber-enabled Fraud
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Illicit Financial Flows from Cyber-enabled Fraud

The Report highlights that many jurisdictions have reported an increase in the quantum of 
losses and the volume of CEF cases in the past few years.

CEF situation in Hong Kong

Total number of deception cases

~ 28,000
increased by

45.1%

of overall number of crimes
~40% of the deception cases 

were related to CEF

~80%accounting for
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Illicit Financial Flows from Cyber-enabled Fraud

Launched by the Hong Kong Police Force in September 2022

Leveraging technology for public education on CEF in Hong Kong

Data and rating based on various reliable sources (eg, 
reports filed by the public to the police and suspicious 
phone number database)

The public can input information such as account name or 
number, phone number, etc of suspected fraudsters to the 
Scameter to assess the risk of fraud and cyber security
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Account holder is unfamiliar with the source of the funds moving
through their account or claiming they are transacting for someone else

Suspicion in account holder’s profile

Illicit Financial Flows from Cyber-enabled Fraud

Examples of CEF risk indicators 

Suspicion in account user’s identity
Frequent changes of contact details, phone numbers, email 
addresses after opening of the account

Transaction patterns
Rapid or immediate, high or low value transactions after opening of 
an account, inconsistent with the purpose of the account

Annex A, FATF’s report on Illicit Financial Flows from Cyber-enabled Fraud 

The risk indicators in the Report draw from the experience and data received from jurisdictions across the 
FATF Global Network, the Egmont Group of Financial Intelligence Units, and the private sector, and may 
help enhance detection of CEF.
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Illicit Financial Flows from Cyber-enabled Fraud

The Report compiles good examples of how financial regulators have adopted anti-fraud requirements 
alongside AML/CFT controls, which may be useful to financial institutions:

Developing a definition of expected transactions to help detect 
suspicious transactions as well as tightening of fraud detection 
rules and triggers to pre-emptively block illicit transactions

Reducing any communication via email and social media with clients 
to general information only, explicitly stating that no identification or 
personal data should be exchanged with the FI/VASP via email

Requiring multi-factor authentication mechanisms for customer 
verification and for performing financial transactions, adding or 
activating beneficiaries using different channels

Annex B, FATF’s report on Illicit Financial Flows from Cyber-enabled Fraud 

Harnessing synergies between anti-fraud and AML/CFT controls
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Sharing of supervisory observations 
related to AML/CFT
(1) Deficiencies and inadequacies found in LCs’ AML/CFT 

systems and controls

(2) Case examples

Edward Lam
Manager
Intermediaries Supervision 

Speaker: 
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Customer risk assessment
Example 1 – Conducting risk assessment

Example 2 – Update of CRA methodology 

An LC has developed a customer risk assessment (CRA) form which requires its staff to answer a list of questions for the 
four risk factors (ie, customer risk, country risk, distribution/delivery risk and product/service/transaction risk) for assessing
customer’s risk level. Staff are required to assign a risk rating for each risk factor, which in turn would facilitate the 
conclusion of the overall risk level.

An LC has updated its CRA methodology including the expansion of occupation or business categories 
that are considered high risk.

Failure to provide guidance on the risk level assignment on:
 individual risk factor when some of the answers in the CRA form indicated potential risk
 the determination of the overall risk level of a customer if the risk ratings assigned to risk 

factors differ

Failure to undertake any review to ascertain whether the ML/TF risk levels of any of its existing 
customers should be elevated and a few customers were found to be remained at medium risk 
while they should be considered as high risk according to the revised CRA methodology
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Customer due diligence

Example 3 – Delay in completing CDD procedures for customers onboarded via non-face-to-
face approach
An LC allowed customers to open an account using its mobile application, deposit funds and conduct 
trading once they have completed the customer identity verification process through certification 
service. 

The LC has failed to complete all other necessary AML/CFT measures (eg, sanctions screening, 
PEP and negative news search, CRA) in a timely and effective manner, ie, before establishing 
business relationships with the customers, and allowing the customers to deposit funds and conduct 
trading. This exposes the firm to high ML/TF risks as any potential risks posed by the customers had 
not been properly assessed and mitigated.
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Identification and verification of beneficial owners

Example 5 – Simplified customer due diligence (SDD)

The LC failed to identify and verify the identities of the beneficiaries of the
trusts on whose behalf its customer was acting.

An LC omitted to identify and verify the beneficial owners of a corporate
customer that satisfies the definition of “professional investor” but does not
fall within any specific types of customers that are eligible for SDD.

Example 4 – Beneficial owner in relation to a legal person
A customer of an LC was acting as a trustee of a few trusts, and has appointed the LC to provide
investment management services with respect to the assets of these trusts.
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Example 6 – Annual review of customers that present high ML/TF risks 

Ongoing monitoring

The LC only performed annual review on high-risk customers who had
executed certain number of transactions (either in trade or fund
movements) or executed transactions exceeding a certain amount during
the past year.

An LC’s policy requires its high ML/TF risk customers be subject to an annual review to ensure that
the CDD information remains up-to-date and relevant.
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Transaction monitoring

Example 8 – Documentation of findings and outcomes of review performed

An LC did not maintain any documentation for the steps taken to
understand the background, and assess the risks and reasonableness of
the stock transfer requests between unrelated clients so as to identify if
there are any grounds for suspicion for the requests.

Example 7 – Disposition of transaction monitoring alerts
An LC has adopted a risk-based approach in prioritising the review of transaction monitoring alerts
based on a risk score calculated by the built-in algorithm of its automated transaction monitoring
system. Alerts below a designated risk score were not reviewed by the LC and disposed
automatically without any justifications.

The LC has failed to take appropriate steps to review the alerts generated
from its transaction monitoring system, and identify if there are any grounds
for suspicion in relation to its customers’ transactions.
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Transaction monitoring

Example 9 – Identification of potential suspicious nominee arrangements
An LC has processed off-exchange trades for a few of its customers who shared a lot of
commonalities, including:
 same high-risk indicators in CRA (eg, use of non-face-to-face account opening approach and

certifier in a high-risk country);
 same email address format;
 same transaction and settlement pattern;
 only transacted in one single stock since their account opening; and
 their transaction volume did not commensurate with their financial profiles.

The LC has failed to identify the red flags of suspicious transactions concerning potential
suspicious nominee arrangements and has not conducted any enquiries or evaluated
whether there was any grounds for suspicion.
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Sharing of supervisory observations 
related to AML/CFT
(1) Deficiencies and inadequacies found in LCs’ AML/CFT systems 

and controls

(2) Case examples
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Case example 1

Failure to perform adequate due diligence on the
customer supplied systems (CSSs), and assess and
manage the associated ML/TF and other risks

Failure to conduct adequate ongoing monitoring of
clients’ fund movements to ensure they were consistent
with the clients’ nature of business, risk profile and source
of funds

1

2
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Case example 1

CSSs Broker supplied 
system (BSS)

Transacting    
futures contracts

Clients

Placing orders Connect

Between May 2016
and October 2018

From July 2016
to August 2018

>300clients
were permitted to use CSSs for placing orders

>61% 
of the futures contracts transacted by clients 
were through orders placed via the CSSs 

Inadequate due diligence on CSSs
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Case example 1

The LC did not perform any due diligence or testing on the CSSs used by its
clients. It only carried out a walkthrough test on the connectivity between the
CSSs and its BSS.

CSSs BSS

Transacting    
futures contracts

Clients

Placing orders Connect

Inadequate due diligence on CSSs
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Case example 1

Without thorough knowledge of the features and functions of the CSSs, the
LC was not in a position to properly assess the ML/TF and other risks
associated with the use of the CSSs and implement appropriate measures and
controls to mitigate and manage such risks.

CSSs

Transacting    
futures contracts

Clients

Placing orders Connect

Inadequate due diligence on CSSs

BSS
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Case example 1

In the absence of proper controls over the use of CSSs by its clients, the LC
has exposed itself to the risks of improper conduct such as unlicensed
activities, money laundering, nominee account arrangement and unauthorized
access to client accounts.

CSSs

Transacting    
futures contracts

Clients

Placing orders Connect

Inadequate due diligence on CSSs

BSS
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Case example 1

The LC performed:

Inadequate ongoing monitoring of clients’ fund movements

Periodical and ad hoc reviews to update 
client information (monthly review, quarterly 
review, annual update and event-driven review etc.) 
to update client information (including their financial 
positions)

Quarterly review on clients’ fund 
movements in respect of its top 50 clients in 
terms of trading volume by comparing their 
aggregate fund deposits with the total net worth 
declared in their account opening documents and 
conducting know your client (KYC) checks to 
know more about the background of these clients
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Case example 1

The SFC’s investigation revealed that the amounts of deposits made into the accounts of 5 
clients (Clients) were incommensurate with their financial profiles declared in their 
account opening documents.

5 clients LC

Inadequate ongoing monitoring of clients’ fund movements
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Case example 1

With respect to these deposits, the LC:
 made telephone calls to the relevant clients, informing them that their deposits had

exceeded their declared net worth
 asked 4 of the 5 Clients for the reason for the deposits
 accepted the clients’ responses that the excess was attributed to an increase in their

income derived from their investment, business and rent, without asking further
questions or requiring any supporting documents

Inadequate ongoing monitoring of clients’ fund movements

5 clients LC
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Case example 1

The LC failed to demonstrate that its monitoring measures were adequate:

Superficial KYC checks which only consisted of name searches which
would unlikely throw light on the source of deposits

The telephone calls:
 suggest that the LC did not make proper enquiries with the clients

regarding the source of the large and frequent deposits; and
 were not made on a timely basis (ie, 4 – 16 months after the accumulated

deposits in the client’s account exceeded his/her declared net worth)

No clear policies and procedures to conduct ongoing monitoring of the 
deposits of the clients

Inadequate ongoing monitoring of clients’ fund movements
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Case example 2

Failure to establish and maintain an adequate and
effective monitoring system to detect and assess
suspicious transactions in client accounts

Lack of systems and controls to identify and assess
third-party deposits (TPDs) into client accounts

1

2
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RO

Director

Substantial shareholder

Responsible officer

Manager-in-charge of all core 
functions including AML/CFT

A person (RO) assumed the following roles in the LC:
Between 1 July 2018
to 5 March 2020

A client placed 

>610 pairs of 
wash trades 
(Wash Trades) in his accounts and 
his family members’ accounts

Case example 2

Inadequate and ineffective transaction monitoring system
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Case example 2

The RO accepted that the LC did not have any policy or
guideline on suspicious transaction monitoring

No policy or procedure for ongoing monitoring and trade surveillance

Some Wash Trades caught the RO’s attention as the amounts reached close to
$1 million. The RO only monitored those trades to check whether the amounts
payable to the LC would not get too large

Inadequate and ineffective transaction monitoring system
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Case example 2

No evidence that the LC had monitoring systems and controls to identify
and assess TPDs made into its clients’ accounts

The LC could not have conducted any due diligence into TPDs before they
were accepted into clients’ accounts

The RO, who was responsible for checking deposits from clients, did not 
monitor the source of the deposits, but only checked the amount(s) and 
bank(s) when receiving deposits

Between July and September 2019, 7 TPDs were made into 3 LC’s client accounts, which
included 3 deposits by an account executive.

Lack of systems and controls to identify and assess TPDs
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Case example 3

Failures to ensure all identified unusual transactions
were properly examined and the relevant examination
findings and outcomes were adequately documented

Failure to implement effective compliance procedures in
relation to the alert reviews

1

2
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Case example 3

Each department would receive 
and assess alerts of the client 
accounts that were relevant to 
them and the responsible 
officers were required to make 
specific enquiries with the 
relevant account executives 
and/or clients

The LC uses a third-party 
post-trade surveillance 
system (the System) to detect 
suspicious trading activities

The Compliance Department 
would circulate reports (Daily 
Reports) on the alerts generated 
by the System to the responsible 
officers of the relevant 
departments that handled client 
accounts for review on a daily 
basis

Ineffective post-trade monitoring
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Case example 3

Evidence shows that:

Prior to May 2018: the Daily Reports were not sent to 2 of the 4 departments 
that handled client accounts

Between 29 March and 7 September 2016: no review record for >1,600 
alerts generated  

During the periods from 1 August 2017 to 31 July 2019 and from 1 June to
31 October 2020: review records were only available for around 5,000
alerts out of >18,000 alerts generated

Ineffective post-trade monitoring
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Case example 3

Alert review records are 
fragmented and cannot 
adequately explain the rationales 
of the findings and outcomes of 
LC’s examinations of the unusual 
transactions flagged by the alerts

Failed to properly maintain the 
responsible officers’ review 
records and/or to ensure that the 
responsible officers adequately 
record their examination remarks

Inadequate documentation of the findings and outcomes of the alert review
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Case example 3

Select 
samples alerts 
per month for 

review

Compliance 
Department Monthly Check Written records

Review 
findings and 

follow-up 
actions 

The Monthly Check records show the Compliance Department focused on examining
the actual sample alerts and never reviewed the adequacy of the records kept
and whether the steps taken by the responsible officers to examine the unusual
transactions flagged by the alerts were compliant with the LC’s policy.

Ineffective compliance checking against the alert reviews



Thank you

AML/CFT section of the SFC website:
https://www.sfc.hk/en/Rules-and-standards/Anti-money-
laundering-and-counter-financing-of-terrorism

https://www.sfc.hk/en/Rules-and-standards/Anti-money-laundering-and-counter-financing-of-terrorism
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