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Disclaimer and Reminder A

Where this presentation refers to certain aspects of the Anti-Money Laundering and Counter-
Terrorist Financing Ordinance (Cap. 615) (AMLO) and the anti-money laundering/ counter-financing
of terrorism (AML/CFT) guidelines published by the Securities and Futures Commission (SFC), it
provides information of a general nature that is not based on a consideration of specific
circumstances. Furthermore, it is not intended to cover all requirements that are applicable to you or
your firm. Accordingly, it should not be regarded as a substitute for seeking detailed advice on any
specific case from your own professional adviser.

The SFC is the owner of the copyright and any other rights in the PowerPoint materials of this
presentation. Such materials may not be reproduced for or distributed to third parties, or used for
commercial purposes, without the SFC’s prior written consent.
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Update on major AML/CFT regulatory
developments

(1) Incorporation of virtual asset-specific requirements in the
AML/CFT guidelines

(2) Other key amendments to the AML/CFT guidelines

(3) lllicit Financial Flows from Cyber-enabled Fraud

Speaker:
Joyce Pang

Associate Director and Head of AML
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Virtual asset-specific AML/CFT requirements
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Guideline on Anti-Money Laundering and Counter-
Financing of Terrorism (For Licensed Corporations and
SFC-licensed Virtual Asset Service Providers)

June 2023

Chapter 12 — VIRTUAL ASSETS

12.1 Introduction

1211

This Chapter provides guidance on the ML/TF risks
in relation to virtual assets and the AML/CFT
regulatory requirements and standards for
addressing such risks. These include factors that
should be taken into consideration when
conducting risk assessments under an RBA, virtual
asset-specific requirements in conducting CDD
and ongoing monitoring, and requirements in
relation to virtual asset transfers and third-party
deposits and payments in the form of virtual
assels

It also provides elaborations and explanations of
existing requirements in this Guideline with respect
to their application to virtual asset transactions and
activities, and sets out non-exhaustive illustrative
risk indicators for assessing MUTF risks and
indicators of suspicious transactions and activities
in relation to virtual assets

1212

This Chapter is applicable to Fls that are SFC-
licensed VAS Providers, and LCs when carrying
out businesses associated with virtual assets or
businesses which give rise to ML/TF risks in
relation to virtual assets'*?

1213

For the purposes of this Chapter, the term “virtual
assets” means (i) any “virtual asset” as defined in
section 53ZRA of the AMLO; and (i) any security
token. The term “security token” means a
cryptographically secured digital representation of
value which constitutes “securities” as defined in
section 1 of Part 1 of Schedule 1 to the SFO.

%2 For example, when an LC offers products, services or transactions involving virtual assets, or
when an LC's customer derives its funds or wealth substantially from virtual assats or carries out
virtual asset businesses

SFC
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Scope of application

1
t®

VATPs licensed by the SFC

ySFc
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Licensed corporations (LCs) when carrying
out businesses associated with virtual assets
(VAs) or businesses which give rise to money

laundering and terrorist financing (ML/TF)
risks in relation to VAs



lllustrative examples of businesses associated with VAs or give ys“gg
rise to ML/TF risks in relation to VAs

62 =

~ ~—~ AnLC offers products, services or transactions involving VAs, for example:
S
'G!) O VAfund managers
O Intermediaries dealing in or advising on VAs
q O Intermediaries distributing VA-related products
O An LC’s customer derives its funds or wealth substantially from VAs or

ah carries out VA businesses

v
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Characteristics of VAs and key AML/CFT requirements e

Characteristics of VAs Specific AML/CFT requirements

@ ' Pseudonymity .q? "@:.

@ - Borderless Risk
\/ assessment

‘/“'7‘ Near-instantaneous

- transaction speed
\_/ _ |dentify
Transactions suspicious VA

conducted without transactions
v involvement of

intermediaries

Screening

¢

Ya,
9 £
anun?®

Travel rule




Institutional and customer risk assessments

Examples of VA-specific illustrative risk indicators:

Customer’s origin of
wealth is substantially
derived from activities that
may present higher risks,
eg, VA activities conducted
via virtual asset service
providers (VASPs) that
are unregulated or with
lax AML/CFT controls

=)

VASP customer sets up
offices in, or moves offices
to, jurisdictions posing a
higher risk, eg, as those
neither prohibit nor
regulate VASPs

ySFc

L ER S

o2m =5

Product/service/
transaction risk

Products that may inherently
favour anonymity

QB

Deposits from or payments
to unknown or unrelated
third parties in the form of
virtual assets
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Screening — ongoing monitoring of VA transactions and activities e

Establish and maintain systems and controls to conduct screening of VA transactions and
the associated wallet addresses:

| 0 Tracking the transaction history of VAs to identify the source and

\._./ destination of these VAs
]

|dentifying transactions involving wallet addresses associated with
illicit or suspicious activities/sources, or designated parties

|

| .O. Adopt appropriate technological solutions such as blockchain
| - =/ analytic tools

|

q
—

10
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Screening — use of technological solutions axe

Conduct due diligence on technological solutions provided by external parties, and
remain responsible for discharging AML/CFT obligations

Quality and effectiveness of
the tracking and detection tool

Coverage, accuracy and reliability of the
information maintained in the database
that supports its screening capability

Any limitations (eg, limited reach
of the blockchain analytical tools)

11
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Screening — ongoing monitoring of VA transactions and activities e

Examples of red flag indicators of suspicious transactions and activities:

& Customer-related 9:‘.‘.‘ Customer-related
A customer only deposits fiat currency or VA and A customer who enters the platform and/or
subsequently withdraws the entire balance initiates transactions from an IP address that may
without trading present higher risks (eg, proxies, VPNSs)

|

Related to movement of \/-) .
'}' Trading-related
O funds and VAs > 9

Transfers of VAs from multiple wallets in small Converting VAs to fiat currency at a potential
amounts with subsequent transfer to another loss with no apparent commercial rationale
wallet or conversion of the entire amount to fiat regardless of price fluctuations or high commission

currency fees

12
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VA transfer — overview of travel rule and other requirements aEe
lllustrative diagram of VA transfers between institutions (VASPs and financial institutions (Fls))

@ Requests @ Submits required information Releases VA P
f‘z transfer of VA immediately and securely received @

- @ Transfers VA -
Originator Ordering Beneficiary Recipient
(Client of VATP A or FI A) institution institution (Client of VATP B or FI B)

(VATP A or FI A) (VATP B or Fi B)
®_ | ® _
‘ Obtain and record required information of the ‘ Obtain and record required information of the
<ax]  originator and recipient S originator and recipient submitted to it by the

ordering institution
Q  Perform sanctions screening and ongoing

S ) Perform sanctions screening and ongoing
monitoring of VA transactions

monitoring of VA transactions

h'
o=
‘-'

o’

Conduct due diligence on the beneficiary
institution

Conduct due diligence on the ordering
institution

<1
<1

O To provide fundamental information for carrying out sanctions
@ screening and transaction monitoring
\Y%,

o O To prevent processing VA transfers for illicit actors and designated
Objectives parties; and detect such transfer when it occurs 13
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Travel rule — submit information securely and immediately aee

Submits required
information immediately
and securely

=

o

v

Originator Ordering Beneficiary Recipient
institution institution
Required information Immediately**

Information to be submitted immediately and securely by the | Required information submitted prior to, or simultaneously
ordering institution to the beneficiary institution before carrying | or concurrently with, the VA transfer

outa V_A_transfer: **Submission of information “immediately” will take effect on 1 January
1. Originator’s name 2024, but should be as soon as practicable after the VA transfer.

2. Number of the originator’s account See FAQ #28.

3. Originator’s address, customer identification number or
identification document number, or the date and place of Secu rely
birth if the originator is an individual*

4. Recipient’'s name

5. Number of the recipient’s account

Required information stored and submitted in a secure
manner to protect its integrity and availability, and avoid
unauthorised access or disclosure

* Not required when the amount involved is less than HKD 8,000

14
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Travel rule — VA transfer counterparty due diligence ues

Perform VA transfer counterparty due diligence measures before conducting any VA
transfers with VASPs and Fls

Understand Assess the
and expocted AMLICET Obtain
volume and controls of approval
value of VA | the VA transfer from senior
transfers Determine the counterparty A et management
reputation of SSESs whetnel
Understand the VA transfer the VA transfer
the nature of counterparty counterparty
the VA N — and the quality Da can comply
transfer ey J and with the travel
counterparty’s : &7 L effectiveness rule and
business of the AML/CFT protect the

confidentiality
and integrity of
personal data

regulation and
supervision
which it is
subject to

15



Travel rule — use of technological solutions Bxe

Enable the identification of VA transfer counterparties and submission and receipt of the
required information of a VA transfer, other consideration factors are:

Interoperability of the solution with other similar
solutions adopted by VA transfer counterparties

Whether the solution enables effective
scrutinization and screening of VA
transfers, to identify suspicious transactions
and meet sanctions obligations

Whether the solution can submit
immediately and securely to, and obtain
from multiple VA transfer counterparties,
the required information for a large volume
of VA transfers in a stable manner

Whether the solution
facilitates keeping the
required information

Whether the solution facilitates VA transfer
counterparty due diligence

16



VA transfer with unhosted wallets
lllustrative diagram of same party transfer

Requests
‘ transfer of
&
——————— -

Originator Ordering institution

A
<@ Releases VA

Transfers VA

Transfers VA

ySFc
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O S)
U

Gl
Unhosted wallet s
gl

owned by
recipient/originator

Recipient Beneficiary institution
(Client of VATP A or FI A) (VATP A or I A) s
Required information
‘ _ _ 1. Originator’s name
=== Obtain and record required 2. Recipient's name
@ information from the customer 3. Originator’s address, customer identification number or identification document

number, or the date and place of birth if the originator is an individual (when
transaction amount is not less than $8,000)

e Perf ti . 4. Wallet address of:
1 )‘ = or_m_ =ehisielit _sc_:reenmg ol a. Recipient (for sending VA transfer to an unhosted wallet)
N the originator or recipient and b. Originator (for receiving VA transfer from an unhosted wallet)

ongoing monitoring of the VA 5. Number of account maintained with the institution for:
transactions a. Originator (for sending VA transfer to an unhosted wallet)

b. Recipient (for receiving VA transfer from an unhosted wallet)

17
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VA transfer with unhosted wallets L

Assess the ML/TF risks associated with VA transfers involving unhosted wallets and take
reasonable measures to mitigate and manage the risks, for example:

Conduct enhanced monitoring of VA transfers with unhosted wallets

Accept VA transfers only to/from unhosted wallets assessed to be reliable, having regard to:
U screening results of the VA transactions and the associated wallet addresses; and
0 the assessment results of the ownership or control of the unhosted wallet

Impose transaction limits (eg, amount of VA transfers)

18
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Other key VA-specific requirements aEs

Identification and verification of customer’s identity

Obtain and monitor additional customer information which could include:
> |P address(es) with an associated time stamp
» geo-location data
» device identifiers

Cross-border correspondent relationships

Additional due diligence measures and other risk mitigating measures
-/ to mitigate the risks associated with “cross-border correspondent
relationships” in the context of VAs

Third-party deposits and payments

O Existing requirements for third-party deposits and payments in the
form of funds are applicable to VAs*

0 Requirements on ascertaining the ownership or control of the account

=~

* Delayed due diligence on the source of a deposit or evaluation of a third-party deposit does not apply to a deposit in the form of VAs conSIdermg
the nature and ML/TF risks associated with VAs
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Update on major AML/CFT regulatory
developments

(1) Incorporation of virtual asset-specific requirements in the AML/CFT
guidelines

(2) Other key amendments to the AML/CFT guidelines

(3) lllicit Financial Flows from Cyber-enabled Fraud

Speaker:
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Senior Manager
Intermediaries Supervision
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Background and objectives aes

y. Circular

SECURITIES AND
SSSSSSSSSSSSSSSSS
EHRENEEERSAR

24 May 2023

Circular to Li d Corp! and A Entities

Anti-Money L fering / Counter-Fi ing of T

Amendments to Anti-Money Laundering and Counter-Financing of Terrorism
Guideline:

The Securities and Futures Commission (SFC)h sed its anti-mone: yla indering and
nounler-ﬁ nnnnnn g of terrorism (AMUCFT)Q d i f Ioen ed Orpor: and
iated entities?, to incorporate proy dgdnnerllsdllhAn(M ey
Laundarlng and Cnunler-T rrrrr ist Financing g (Am ndment) Ordinance 2022 (the Amendment
Ordinance) which was enacted on 16 December 2022 and will tal k ff ct on 1 June 20233
Cort pond ing amendments have been made to the AML/CFT Guideline in the following
aaaaa
(a] )l fI ct the ised statutory definition of “politic: Ily po sdp rson” (PEP) (ie, from
pIneandthopla Rpubl of Chin: a place outside Hon g
K g) nd rename “foreign PEP" as “non-Hong Kol gPEP d “domestic PEP" a:
“Hong Kong PEP”;

(b) to incorporate the definition of “former non: H gK ng PEP" and permit the

disapplicatiol afth pec Irr-m for non-Hong K ng
PEPs if, risk a former non-| H ng Kong PEP n
longer presents a hgh k fmun 'y laundering and terrorist financing (ML/TF);

()t reflect the sed statutory definition of beneficial owner of a customer that is a trust
(ie, remnv glh e 25% threshold and dd ing the trustee, a ben ﬁ iary and a class of
beneficiaries). and provide facilitative risk-bas dg dnoeu dlrmlnglh extent of
reasonal bI le measures for verifying the d ntities of beneficiaries and classes of
beneficiaries of a customer that is a trust; ai d

The SFC issued a circular on 24 May 2023 setting out the key
amendments made to the AML/CFT guidelines, which took effect
on 1 June 2023.

Objectives of the amendments include:

To incorporate the provisions and guidance related to
the Anti-Money Laundering and Counter-Terrorist
Financing (Amendment) Ordinance 2022

To enhance clarity and provide additional facilitative
or elaborative guidance on existing requirements

To keep in line with the latest Financial Action Task
Force (FATF) standards and existing statutory
provisions

21
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Amendments in relation to revised AMLO provisions
— Politically exposed person (PEP)

Revised definition

U Rename “foreign PEP” as “non-Hong Kong PEP” and “domestic PEP” as “Hong Kong PEP” to
reflect the revised statutory definition of PEPs (ie, from one in a place outside the People’s
Republic of China to one in a place outside Hong Kong)

{FeretamiNon-Hong Kong PEPs

Definition
;;I,; , 4117 | A Hereign-PEP (hereafter referred fo as “non-Hong

Kong PEP") is defined irthe-AMEO-as:

(a) an individual who is or has been entrusted with
a prominent public function in a place outside

aHong Kong and

(i) includes a head of state, head of
government, senior  politician, senior
government, judicial or military official,
senior executive of a state-owned

corporation and an important political party

official;

but does not include a middle-ranking or

more junior official of any of the categories

mentioned in subparagraph (i);

(b) a spouse, a partner, a child or a parent of an
individual falling within paragraph (a) above, or
a spouse or a partner of a child of such an
individual; or

(c) a close associate of an individual falling within
paragraph (a) (see paragraph 4.11.8).

(ii)

Bameastis-Hong Konag PEPs and international organisation PEPs

Definition

4.11.20
=

For the purposes of this Guideline, a “demests
Hong Kong PEP” refers to:

(a) an individual who is or has been entrusted with
a prominent public function in e-plase—whi-the
Reoople s RopublicofChinaHong Kong and
(1) includes a—head—ea—state—nhead of

government,  senior  politician,  senior

government-_aor judicial er—atar—official,

senior executive of a skategovernment-
owned corporation and an important political
party official;

(ii) but does not include a middle-ranking or

more junior official of any of the categories

mentioned in subparagraph (i);

(b) a spouse, a partner, a child or a parent of an
individual falling within paragraph (a) above, or
a spouse or a partner of a child of such an
individual; or

(c) a close associate of an individual falling within
paragraph (a) (see paragraph 4.11.8).

X ER R

o2m =5
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Amendments in relation to revised AMLO provisions axe
— Politically exposed person

Treatment of former PEPs

Q Incorporate definition of “former non-Hong Kong PEP”

U Permit disapplication of special requirements and additional measures for non-Hong Kong PEPs
who no longer present a high risk of ML/TF following an appropriate risk assessment

Treatment of former non-Hong Kong PEPs

s1, 41118 | Aformer non-Hong Kong PEP is defined as; s5(5) & 4.11.19 | An FI should adopt an RBA®? and may decide not to
Sch. 2 = S1003),

apply, or not to continue to apply. the measures set
P - i out in paragraph 4.11.12 to a former non-Hong Kong
(a) an individual who‘ being a non-Hong Kong PEP‘ PEP who no longer presents a high risk of ML/TF
has peen but IS not cqrren_tlv entrusted Wltl'_l a after stepping down. o
prominent public_function in_a place ouiside

[72]
53

=
I

Hong Kong' To determine whether a former non-Hong Kong PEP

(b) a spouse. a partner. a child or a parent of an no longer presents a hlqh. risk of ML/TF, ﬂhe Fl
T - — should conduct an appropriate assessment of the
individual falling within paraaraph (a) above. or a ML/TF risk associated with the previous PEP status
spouse or a partner of a child of such an taking into account various risk factors. including but
individual:_or not limited to:

(c) a close associate of an individual falling within
paragraph (a) (see paragraph 4 11.8).

(a) the level of (informal) influence that the
individual could still exercise:;

(b) the seniority of the position that the individual
held as a non-Hong Kong PEP; and

(c) whether the individual's previous and current
functions are linked in any way (e.g. formally by
appointment of the former non-Hong Kong
PEP's successor, or informally by the fact that
the former non-Hong Kong PEP continues to
deal with the same substantive matters).

3 The handling of a former non-Hong Kong PEP should be based on an assessment of risk and
not merely on prescribed time limits.

23
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Amendments in relation to revised AMLO provisions e

— Politically exposed person

Treatment of former Hong Kong PEPs and former international

organisation PEPs

O Remove the senior management approval requirement for the disapplication of special requirements

and additional measures for a former Hong Kong PEP or former international organisation PEP

Treatment of former Hong Kong PEPs or fonmer _international

organisation PEPs

41125

A==

In_the situations described in paraqgraph 4 11.24 =

A D e LR D

faRston- an Fl say—should adopt an RBAY i
detormine—whetherand may decide not to apply, or
not to_continue to apply, the measures set out in
paragraph 4.11.12 #H—a—high—HAsk—busiress
bercheisl—ovwnar—is—thatdemaste—to a Hong Kong
PEP or an_international organisation PEP-who has
been but not currently entrusted with a prominent
{public) function (hereafter referred to as “former
Hong Kong PEP” or “former international
organisation PEP")*® and no _longer presents a hiah
risk of ML/TF after stepping down.

To determine whether a former Hong Kong PEP or
a_former international organisation PEP no _longer
presents a high risk of ML/TF, the Fl should conduct
an appropriate assessment of the ML/TE risk
associated with the previous PEP status taking into
account various risk factors, sesh—asincluding but
not limited to:

(a) the level of (informal) influence that the
individual could still exercise;

(b) the seniority of the position that the individual
held as a Hong Kong PEP or an_international
organisation PEP; erand

(¢) whether the individual's previous and current
functions are linked in any way (e.g. formally by
appointment of the BERs—successor_of the
former Hong Kong PEP or the former
international organisation PEP, or informally by
the fact that the former Hong Konag PEP or the

former international organisation PEP continues
to deal with the same substantive matters).

24



Amendments in relation to revised AMLO provisions
— Beneficial owner of a customer that is a trust

Revised definition

O Reflect the revised statutory definition of beneficial owner in relation to a trust (ie, remove the

25% threshold and add the trustee, a beneficiary and a class of beneficiaries)

Sch 2

4310

The AMLO defines the beneficial owner, in relation
to a trust as:

(1) ar—rdidduawhe—sa beneficiary or a class of

beneficiaries of the frust entitled to a vested

nisrest i gpsss—snes ot of fee coedis . S8 fhe
trust property, whether the interest is in

possession or in remainder or reversion and
whether it I1s defeasible or not;

(il)_the settlor of the trust;
HH1) the trustee of the trust;

H#{iv) __a protector or enforcer of the trust; or
#4(v) __an individual who has ultimate control over

the trust.

ySFc

L BER
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Amendments in relation to revised AMLO provisions e
— Beneficial owner of a customer that is a trust

Risk-based guidance

O Provide risk-based guidance on determining the extent of reasonable measures for verifying the
identities of the beneficiaries and classes of beneficiaries of a customer that is a trust

s.2(1)(b),
Sch. 2

431

For a_customer that is a trusts, an Fl should identify
the settlor, the trustee_the protector (if any), the
enforcer (if any), the beneficiaries or class of
beneficiaries, and any other natural person

exercising ultimate control over the trust (including
through a chain of control or ownership), and take
reasonable measures2 to verify their identities. For
a_customer that is an_other similar legal
arrangements, an Fl should identify any natural
person in equivalent or similar positions to beneficial
owner of a trust as stated above and take
reasonable measures to verify the identity of such
R R B

# An Fl may adopt an RBA to determine the extent of reasonable measures in relation to the

verification of the identities of the beneficiaries or class of beneficiaries of a customer that is a
trust, which should be commensurate with the ML/TF risks associated with the customer or
business relationship (see paragraph 4.3.3). For example, where the business relationship with
a customer that is a trust is assessed to present a low MLTF risk, it may be reasonahle for the
Fl to verify the identities of the beneficianes with reference to the information provided hy the
frustee that was also regarded as the customer by the Fl and whose idenfity has been verified.
Such information includes the identification information of the beneficiaries, and declaration that
they are known to the trustee.

26



Amendments in relation to revised AMLO provisions

— Recognised digital identification system (Digital ID System)

Reliable and independent source

Q Incorporate guidance to reflect that data or information provided by a recognised Digital ID
System is a reliable and independent source for identifying and verifying a customer’s identity

Sch. 2

s.2(1)(a),

4.2.1

The Fl must identify the customer and verify the
customer'’s identity by reference to documents, data
or information provided by—a —+eliable —and

e

(a) a governmental body;

(b) the RA or any other RA,;

(c) an authority in a place outside Hong Kong that
performs functions similar to those of the RA or
any other RA;

{e}{d) a digital identification system that is a
reliable and independent source that is
recognised by the RA'"; or

{eh(e)  any other reliable and independent source
that is recognised by the RA.

17 The SFC recognises iAM Smart, developed and operated by the Hong Kong Govermnment, as a

digital |dent|f catmn svstem that can be used for |der11mf venf catmn of natural Der&ons The

by uuvemmeniﬁ in nther |ur|sci|ct|ons haumn reuard to market develonments and snemﬁc

circumstances.

ySFc
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Amendments in relation to revised AMLO provisions

— Recognised digital identification system

Non-face-to-face situations

ySFc

L BER
Eﬂgng

U Permit the disapplication of additional measures to a customer (or natural persons acting on
behalf of a customer) who is not physically present for identification purposes if that person’s
identity has been verified by using the data and information provided by a recognised
Digital ID System, while having regard to paragraph 5.1 of the Code of Conduct* and acceptable
non-face-to-face account opening approaches

* Code of Conduct for Persons Licensed by or Registered with the Securities and Futures Commission

5.9(2)
Sch. 2

4.10.3

If an Fl has verified the identity of the customer on

the basis of data or information provided by a digital

identification system that is a reliable and

independent source that is recognised by the RA

(see paragraph 4.2.1(d)). the Fl is not reqguired to

carry out any of the additional measures set out in

paragraph 4. 10.2.

4.10.6

4105

ek ditonal o ritiaato tho il
B e R
identificationpurpesesFor the avoidance of doubt,

LCs should also comply with the relevant provisions
(presently paragraph 5.1) in the Code of Conduct for
Persons Licensed by or Registered with the
Securities and Futures Commission, having regard
to the acceptable non-face-to-face account opening
approaches as well as relevant circulars and
frequently asked questions published by the SFC
from time to time.

28



Amendments to provide facilitative guidance

Beneficial
owner of a
natural person
customer

) el
: ool by
en

In respect of a customer that 1s a natural person,
the customer is _the beneficial owner_ unless the
of the transactions or __other

characteristics

circumstances indicate otherwise. Therefore, there

Is no requirement on Fls to make proactive
searches for beneficial owners of the customer in
such a case, but they should make appropnate
enquiries where there are indications that the
customer is not acting on his own behalf.

4.3.12

For a beneficiary of a trust designated by
characteristics or by class22 an Fl should obtain
sufficient information®® concerning the beneficiary to
satisfy the FI that it will be able to establish the
identity of the beneficiary at the time of payout or
when the beneficiary intends to exercise vested
rights.

# For example, a frust may have no defined existing beneficiaries when it is set up but only a

o income or capital on the expiry of a8 defined period. or following exercise of trustee discretion

in the case of a discretionary trust.

ysm

1Bk
EEE::.@

Beneficiary
of a trust
designated
by class

29



Amendments to provide facilitative guidance

High risk
situations

515,
Sch.2

4.9.1

An FI must comply with the special requirements set

out in section 15 of Schedule 2 in:

(a) a situation that by its nature may present a high
risk of ML/TF_taking into account the list of non-

exhaustive illustrative risk indicators which may

indicate higher ML/TF risks set out in Appendix

A; or

(b) a situation specified by the RA in a notice in

writing given to the FI.

5.15,
Sch. 2

492

Section 15 of Schedule 2 specifies that an FI must,
in any situation that by its nature presents a high
risk of ML/TF, comply with the special requirements
set out therein which include:

(a) obtaining the approval of senior management to
commence or continue theestablish a business

relationship,_ or continue an existing business

relationship where the relationship subsequently

presents a high risk of ML/TF; and
(b) either:

(i) taking reasonable measures to establish the
relevant customers or beneficial owner's
source of wealth and the source of the funds
that will be |nvolved in the business
relationship*®: or

(i) taking additional measures to mitigate the
risk of ML/TF.

§!>{éFC
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Amendments to provide facilitative guidance

Numbered
accounts

516,
Sch. 2

4.18.1

Fls must not open, or maintain, any anonymous
accounts or accounts in fictitious names for any-rew
S—esdsHRg customer. Besides. confidential
numbered accounts  should not function as
anonymous accounts. rather they should be subject
to exactly the same CDD and control measures®® as
all other business relationships. While a numbered
account can offer additional confidentiality for the
customer_ the identity of the customer should be
verified by the Fl and known to a sufficient number
of staff to facilitate effective CDD and ongoing
monitoring Where numbered accounts exist Flo
SSRBLARGS S be_ae HowEd o . t:e_ ”".EQ S
e e R e 1=
cases, whether the relationship involves numbered
accounts or not, the customer's CDD identfication
ahd—verfsaten—records must be available to the
RAs, other authorities, the CO, auditors, and other
staff with appropriate authority.

known to the FI but is subsfifuted by an account number or code name in subseguent

documentation.
58 For example wire fransfers from numbered accounts should reflect the real name of the

account holder.

ysm
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Alignment with latest FATF standards

Definition of
beneficial
owner

s16&
5. 2(1)(b),
Sch. 2

4.3.1

A—bBBeneficial owner =—remmatiyefers to a—the
natural person(s) who ultimately owns or controls
the customer or on whose behalf a transaction or
activity is being conducted. An FI must identify any
beneficial owner in relation to a customer, and take
reasonable measures fto venfy the beneficial
owner's identity so that the Fl is satisfied that it
knows who the beneficial owner is —Hewesver—the

yerHeator—regurermantis—uRdar—the—AML O—ars

Bearer shares™

515,
Sch. 2

4.12.1

Bearer shares refer to negotiable instruments that
accord ownership in a legal person to the person
who possesses the physical bearer share certificate,
and any other similar instruments without
fraceability. Therefore it is more difficult to jestablish
the beneficial ownership of a company with bearer
shares. An Fl should adopt procedures to establish
the identities of the beneficial owners of such shares

and ensure that the Fl is notified whenever there Is
a change of beneficial owner of such shares.

2 _For the avoidance of doubt paragraphs 4121 to 4123 also apply o bearer share warrants,

which refer to negotiable instruments that accord entitlement to ownershio in a legal person to

the person who possesses the physical bearer share warrant cerdificate. and any other similar

warrants or instruments without traceability. In this regard. the reference to “hearer shares” or

“shares” should also be read as “bearer share warrants™ or “share warrants” respectively.

ysm

1Bk
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Bearer share
warrants
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Alignment with existing AMLO provisions

When customer
due diligence
(CDD)
measures must
be carried out

Record-keeping

S3(11.8

(a),
Sch. 2

419

An FI must carry out CDD measures in relation to a
customer:

(a) atthe—sutcatofbefore establishing a business
relationship_with the customer;

(b) before perorriRrg—arycarrying out for the
customer an occasional transaction'?:

() Involving an amount equal to or exsesdirgaH
agaregate—valbeofabove $120 000—wheather
or_an_eguivalent amount in__any_other
currency® or

(ii) that is a wire transfer_involving an amount
equal 1o o5 eseeaehe—R—aaeaaate— o
efabove $8,000_or an eguivalent amount in
any other currency s

whether the transaction is carried out in a single

operation or in several operations that appear to

the FI to be linked®=;
(c) when the FI suspects that the customer or the
customer’s account is involved in ML/TF'; or
(d) when the FI doubts the veracity or adequacy of
any information previously obtained for the
purpose of identifying the customer or for the
purpose of verifying the customer’s identity.

Special requirements

5.20(4),
Sch. 2

8.8

An RA may, by notice in writing to an FI, require it to
keep the records relating to a specified transaction
or customer for a period specified by the RA that is
longer than those referred to in paragraphs 8.4 and
8.6, where the records are relevant to an ongoing
criminal or other investigation_carried out by the RA
or to any other purposes as specified in the notice.

s.5(3)(a).
s.h(4) &
s.9(1),
Sch. 2

4.10.2

The AMLO permits Fls to establish business
relationship through various channels, both face-to-
face (e.g. branch) and non-face-to-face (e.g.
internet). However, an Fl should take additional
measures to mitigate any risk (e.g. impersonation
risk) associated with customers not physically
present for identification purposes. Except for_the
situation specified in__paragraph 4103, 4if a

customer has not been physically present for
identification purposes, the FI must carry out at least
one of the following additional measures to mitigate
the risks posed:

(a) further verifying the customer's identity on the
basis of documents, data or information referred
to in section 2(1)(a) of Schedule 2 but not
previously used for the purposes of verification
of the customer’s identity under that section;

(b) taking supplementary measures to verify
information relating to the customer that has
been obtained by the FI; or

(c) ensuring that the payment or._if there is more
than one payment the first payment made in
relation to the customer’s account is reeeied
#emcamed out through an account opened in
the customers name with an authorized
institution, or an institution that:

(i) is incorporated or established s—bark
aparatirg-in an equivalent jurisdiction; #eat

(i) carmes on a business similar to that carried
on by an authorized institution;

Liii) has measures in place to ensure
compliance with requirements similar to
those imposed under Schedule 2, and

(wv) is supervised for compliance with those
requirements by e
regutaterauthorities in that jurisdiction_that
perform functions similar to those of the
HKMA .

SFC

L ER S
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Special
requirements if a
customer has not

been physically
present for
identification
purposes
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Alignment with other statutory provisions

Financial
Reporting
Council
(Amendment)
Ordinance 2021

s.18(3)(a),
(3)(b) & (7),
Sch. 2

4.15.8

An Fl may rely upon any one of the following
domestic intermediaries, to perform any part of the
CDD measures set out in section 2 of Schedule 2:

(a) an Fl that is an authorized institution, a licensed
corporation, an authorized insurer, a licensed
individual insurance agent, a licensed insurance
agency or a licensed insurance broker company
(intermediary Fl);

(b) an accounting professional meaning:

(i) a certified public accountant er—acertified

i ising),-as defined by
section 2(1) of the Professional Accountants
Ordinance (Cap. 50), or a certified public
accountant (practising) as defined by section
2(1) of the Accounting and Financial
Reporting Council Ordinance (Cap. 588);

(i) a corporate practice as defined by section
2(1) of the Proefessional—Accountants
Ordinanece—(Cap—50)Accounting  and
Financial Reporting Council _Ordinance
(Cap. 588); or

(i) a CPA firm ofcertifiedpublicaccountants
{practising) registered under Part IV as

defined by section 2(1) of the—Prefessienat

Accounting and Financial Reportinq-CounciI
Ordinance (Cap. 588);

6.11

While Fls do not normally have any obligation under
Hong Kong laws to have regard to unilateral
sanctions imposed by other organisations or
authorities in other jurisdictions, an Fl operating
internationally will need to be aware of the scope and
focus of relevant sanctions regimes in those
jurisdictions. Where these sanctions regimes may
affect their operations, Fls should consider what
implications exist and take appropriate measures;
Stieh al S |elud|ngF relevant-overseas elemgl,latle IIS &

6.15

An Fl should include in its database (i) the lists
published in the Gazette or on the website of the
Commerce and Economic Development Bureau;_and
(ii) the lists that RAs draw to the attention of Fls from

time to time; and (iii) any relevant designations by

The database should be subject to timely updaté
whenever there are changes, and should be made
easily accessible by relevant staff.

N/
SFC

L ERER
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Scope of
targeted
financial
sanctions
regime in Hong
Kong
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Alignment with other statutory provisions

Prevailing
regulations
under the United
Nations
Sanctions
Ordinance
(Cap. 537)

ySFc

L ER S

62 =

s301),
UNSO

6.7

UNSO empowers the Chief Executive to make
regulations to implement sanctions decided by the
UNSC, including targeted financial sanctions 92
against individuals—certain persons and entities
designated by the UNSC or its Committees.
Designated persons and entities are specified by
notice published in the Gazette or on the website of
the Commerce and Economic Department Bureau.
Except under the authority of a licence granted by
the Chief Executive, lit is an offence;

(a) to make available, directly or indirectly, any
funds, or other financial assets, or economic
resources, to, or for the benefit of, (i) a
designated persons or entiby—as—well-asentities,
(i) persons or entities these—acting on iheir
behalf— or at their direction_of the designated
persons or entities mentioned in (i), or (iii) entities
owned or controlled by themany persons or
entities mentioned in (i) or (ii); or

{a}(b)  to deal with, directly or indirectly, any funds;
or other financial assets or economic resources
belonging to, or owned or controlled by, sush
persons and entities—execept-undertheauthorty
s e b ie L el s 00
within paragraph (a) above.

Applicable
UNSO
Regulation

6.8

The Chief Executive may grant a_licence for making
available s—deshrgwith-any funds: or other financial
assets,—aﬁdﬁ economic resources to; or dealing with

any funds or other financial assets or economic
resources belonging to, a-desigrated-perser-orentiy

or owned or controlled by, persons or entities falling
within paragraph 6.7(a) under specified
circumstances in accordance with the provisions of
the relevant regulation made under the UNSQ. An FI
seeking such a licence should write to the Commerce
and Economic Development Bureau.

6.16

To avoid establishing business relationship or
conducting transactions with any terrorist suspects
and possible-designated-parties persons or entities
falling within _paragraph 6.7(a), an FI should
implement an effective screening mechanism 93 |
which should include:

(a) screening its customers and any beneficial
owners of the customers against current
database at the establishment of the relationship;

(b) screening its customers and any beneficial
owners of the customers against all new and any
updated designations to the database as soon as
practicable; and

(c) screening all relevant parties in a cross-border
wire transfer against current database before
executing the transfer.
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Update on major AML/CFT regulatory
developments

(1) Incorporation of virtual asset-specific requirements in the AML/CFT
guidelines

(2) Other key amendments to the AML/CFT guidelines

(3) Hlicit Financial Flows from Cyber-enabled Fraud

36
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lllicit Financial Flows from Cyber-enabled Fraud ks

0 On 9 November 2023, the FATF published a report on lllicit Financial
Flows from Cyber-enabled Fraud (the Report).

O The Report describes the rising ML threat from cyber-enabled
fraud (CEF), in particular:

lllicit Financial Flows
from Cyber-Enabled

Fraud More citizens are participating in online activity as digital
Vi services are integral to daily life and public functions

November 2023

_@ Criminals can leverage technology to increase the

scale, scope and speed of their criminal activities

95’ Online scams are most frequently perceived as posing
&2  ‘high’ or ‘very high’ threats

L The Report also provides examples of risk indicators and good
examples of anti-fraud and AML/CFT controls for reference.
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lllicit Financial Flows from Cyber-enabled Fraud ks

The Report highlights that many jurisdictions have reported an increase in the quantum of
losses and the volume of CEF cases in the past few years.

CEF situation in Hong Kong

Total number of deception cases

~ 28,000 & -oaaa
45.1% |qil —~

® % o
dh &b &b
accounting for 0 /o

~40% ]]IE of the deception cases

were related to CEF

increased by

of overall number of crimes
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lllicit Financial Flows from Cyber-enabled Fraud ks

Leveraging technology for public education on CEF in Hong Kong

Launched by the Hong Kong Police Force in September 2022

Data and rating based on various reliable sources (eg,
reports filed by the public to the police and suspicious
phone number database)

The public can input information such as account name or
number, phone number, etc of suspected fraudsters to the
Scameter to assess the risk of fraud and cyber security
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lllicit Financial Flows from Cyber-enabled Fraud ks

Examples of CEF risk indicators

The risk indicators in the Report draw from the experience and data received from jurisdictions across the
FATF Global Network, the Egmont Group of Financial Intelligence Units, and the private sector, and may
help enhance detection of CEF.

Suspicion in account holder’s profile ®
Account holder is unfamiliar with the source of the funds moving 'ﬁ

through their account or claiming they are transacting for someone else

Suspicion in account user’s identity

Frequent changes of contact details, phone numbers, email E
addresses after opening of the account

Transaction patterns
Rapid or immediate, high or low value transactions after opening of g/

an account, inconsistent with the purpose of the account

Annex A, FATF's report on lllicit Financial Flows from Cyber-enabled Fraud
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Harnessing synergies between anti-fraud and AML/CFT controls

The Report compiles good examples of how financial regulators have adopted anti-fraud requirements
alongside AML/CFT controls, which may be useful to financial institutions:

Developing a definition of expected transactions to help detect
suspicious transactions as well as tightening of fraud detection
rules and triggers to pre-emptively block illicit transactions

Reducing any communication via email and social media with clients
to general information only, explicitly stating that no identification or
personal data should be exchanged with the FI/VASP via email

Requiring multi-factor authentication mechanisms for customer
verification and for performing financial transactions, adding or
activating beneficiaries using different channels

Annex B, FATF’s report on lllicit Financial Flows from Cyber-enabled Fraud
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Sharing of supervisory observations
related to AML/CFT

(1) Deficiencies and inadequacies found in LCs’ AML/CFT
systems and controls

(2) Case examples

Speaker:
Edward Lam

Manager
Intermediaries Supervision
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Example 1 — Conducting risk assessment

An LC has developed a customer risk assessment (CRA) form which requires its staff to answer a list of questions for the
four risk factors (ie, customer risk, country risk, distribution/delivery risk and product/service/transaction risk) for assessing

customer’s risk level. Staff are required to assign a risk rating for each risk factor, which in turn would facilitate the
conclusion of the overall risk level.

O Failure to provide guidance on the risk level assignment on:

O individual risk factor when some of the answers in the CRA form indicated potential risk

O the determination of the overall risk level of a customer if the risk ratings assigned to risk
factors differ

Example 2 — Update of CRA methodology

An LC has updated its CRA methodology including the expansion of occupation or business categories
that are considered high risk.

O Failure to undertake any review to ascertain whether the ML/TF risk levels of any of its existing

customers should be elevated and a few customers were found to be remained at medium risk
while they should be considered as high risk according to the revised CRA methodology
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Customer due diligence HAS

Example 3 — Delay in completing CDD procedures for customers onboarded via non-face-to-
face approach

An LC allowed customers to open an account using its mobile application, deposit funds and conduct

trading once they have completed the customer identity verification process through certification
service.

®

The LC has failed to complete all other necessary AML/CFT measures (eg, sanctions screening,
PEP and negative news search, CRA) in a timely and effective manner, ie, before establishing
business relationships with the customers, and allowing the customers to deposit funds and conduct
trading. This exposes the firm to high ML/TF risks as any potential risks posed by the customers had
not been properly assessed and mitigated.
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Identification and verification of beneficial owners e

Example 4 — Beneficial owner in relation to a legal person

A customer of an LC was acting as a trustee of a few trusts, and has appointed the LC to provide
investment management services with respect to the assets of these trusts.

®

The LC failed to identify and verify the identities of the beneficiaries of the
trusts on whose behalf its customer was acting.

Example 5 — Simplified customer due diligence (SDD)

®

An LC omitted to identify and verify the beneficial owners of a corporate
customer that satisfies the definition of “professional investor” but does not
fall within any specific types of customers that are eligible for SDD.
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Example 6 — Annual review of customers that present high ML/TF risks

An LC’s policy requires its high ML/TF risk customers be subject to an annual review to ensure that
the CDD information remains up-to-date and relevant.

® The LC only performed annual review on high-risk customers who had

executed certain number of transactions (either in trade or fund

movements) or executed transactions exceeding a certain amount during
the past year.

46



ySFc

Transaction monitoring axe

Example 7 — Disposition of transaction monitoring alerts

An LC has adopted a risk-based approach in prioritising the review of transaction monitoring alerts
based on a risk score calculated by the built-in algorithm of its automated transaction monitoring
system. Alerts below a designated risk score were not reviewed by the LC and disposed
automatically without any justifications.

® The LC has failed to take appropriate steps to review the alerts generated

from its transaction monitoring system, and identify if there are any grounds
for suspicion in relation to its customers’ transactions.

Example 8 — Documentation of findings and outcomes of review performed

® An LC did not maintain any documentation for the steps taken to
understand the background, and assess the risks and reasonableness of
the stock transfer requests between unrelated clients so as to identify if
there are any grounds for suspicion for the requests.
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Transaction monitoring axe

Example 9 — Identification of potential suspicious nominee arrangements

An LC has processed off-exchange trades for a few of its customers who shared a lot of
commonalities, including:

O same high-risk indicators in CRA (eg, use of non-face-to-face account opening approach and
certifier in a high-risk country);

same email address format;

same transaction and settlement pattern;

only transacted in one single stock since their account opening; and

their transaction volume did not commensurate with their financial profiles.

o000

® The LC has failed to identify the red flags of suspicious transactions concerning potential

suspicious nominee arrangements and has not conducted any enquiries or evaluated
whether there was any grounds for suspicion.
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Sharing of supervisory observations
related to AML/CFT

(1) Deficiencies and inadequacies found in LCs’ AML/CFT systems
and controls

(2) Case examples
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Case example 1

Failure to perform adequate due diligence on the
customer supplied systems (CSSs), and assess and
manage the associated ML/TF and other risks

Failure to conduct adequate ongoing monitoring of
clients’ fund movements to ensure they were consistent
with the clients’ nature of business, risk profile and source

of funds
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Case example 1 BEe

Inadequate due diligence on CSSs

Transacting

‘ Placing orders futures contracts

\ 4

A
Q)
©)
-
5
®
Q

v

aR——— " == | s
o

Between May 2016 From July 2016

and October 2018 to August 2018

>300clients >61 %

‘ were permitted to use CSSs for placing orders | of the futures contracts transacted by clients
/ were through orders placed via the CSSs
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Case example 1 A

Inadequate due diligence on CSSs

|
1
|

. 1

‘ Placing orders : Connect
o - S :

, 11
:
|
1
|

Transacting
futures contracts

o
>

Clients CSSs BSS

The LC did not perform any due diligence or testing on the CSSs used by its
clients. It only carried out a walkthrough test on the connectivity between the
CSSs and its BSS.
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Case example 1 2%

Inadequate due diligence on CSSs

|
1
|

. 1

‘ Placing orders : Connect
o - S :

, 11
:
|
1
|

Transacting
futures contracts

o
>

Clients CSSs BSS

Without thorough knowledge of the features and functions of the CSSs, the
LC was not in a position to properly assess the ML/TF and other risks
associated with the use of the CSSs and implement appropriate measures and
controls to mitigate and manage such risks.

|
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Case example 1 A

Inadequate due diligence on CSSs

|
1
|

. 1

‘ Placing orders : Connect
o - S :

, 11
:
|
1
|

Transacting
futures contracts

o
>

Clients CSSs BSS

In the absence of proper controls over the use of CSSs by its clients, the LC
has exposed itself to the risks of improper conduct such as unlicensed
activities, money laundering, nominee account arrangement and unauthorized
access to client accounts.

|
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Case example 1 BEe

Inadequate ongoing monitoring of clients’ fund movements

The LC performed:

.

Periodical and ad hoc reviews to update e

client information (monthly review, quarterly m
review, annual update and event-driven review etc.)

to update client information (including their financial
positions)
Quarterly review on clients’ fund

movements in respect of its top 50 clients in
terms of trading volume by comparing their
aggregate fund deposits with the total net worth
declared in their account opening documents and
conducting know your client (KYC) checks to
know more about the background of these clients

55



ySFc

Case example 1 BEe

Inadequate ongoing monitoring of clients’ fund movements

e

LC

M’

The SFC’s investigation revealed that the amounts of deposits made into the accounts of 5
clients (Clients) were incommensurate with their financial profiles declared in their
account opening documents.
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Case example 1 BEe

Inadequate ongoing monitoring of clients’ fund movements

4 )

LC

With respect to these deposits, the LC:

0 made telephone calls to the relevant clients, informing them that their deposits had
exceeded their declared net worth

O asked 4 of the 5 Clients for the reason for the deposits

O accepted the clients’ responses that the excess was attributed to an increase in their
income derived from their investment, business and rent, without asking further
questions or requiring any supporting documents
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Case example 1 BEe

Inadequate ongoing monitoring of clients’ fund movements
The LC failed to demonstrate that its monitoring measures were adequate:

Superficial KYC checks which only consisted of name searches which
would unlikely throw light on the source of deposits

/—\ The telephone calls:

- suggest that the LC did not make proper enquiries with the clients
regarding the source of the large and frequent deposits; and

O were not made on a timely basis (ie, 4 — 16 months after the accumulated
deposits in the client’s account exceeded his/her declared net worth)

No clear policies and procedures to conduct ongoing monitoring of the
deposits of the clients
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Case example 2 2k

Failure to establish and maintain an adequate and
effective monitoring system to detect and assess
suspicious transactions in client accounts

% / Lack of systems and controls to identify and assess
third-party deposits (TPDs) into client accounts
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Case example 2 2

Inadequate and ineffective transaction monitoring system

A person (RO) assumed the following roles in the LC:

" Between 1 July 2018
to 5 March 2020

Responsible officer

Manager-in-charge of all core
functions including AML/CFT
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Case example 2 BEe

Inadequate and ineffective transaction monitoring system

No policy or procedure for ongoing monitoring and trade surveillance

The RO accepted that the LC did not have any policy or
guideline on suspicious transaction monitoring

Some Wash Trades caught the RO’s attention as the amounts reached close to
$1 million. The RO only monitored those trades to check whether the amounts
payable to the LC would not get too large
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Case example 2

Lack of systems and controls to identify and assess TPDs

Between July and September 2019, 7 TPDs were made into 3 LC’s client accounts, which
included 3 deposits by an account executive.

No evidence that the LC had monitoring systems and controls to identify
and assess TPDs made into its clients’ accounts

xx{<
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Case example 3 BEe

Failures to ensure all identified unusual transactions
were properly examined and the relevant examination
findings and outcomes were adequately documented

Failure to implement effective compliance procedures in
relation to the alert reviews

63



Case example 3

Ineffective post-trade monitoring

P

!J

The LC uses a third-party
post-trade surveillance
system (the System) to detect
suspicious trading activities

The Compliance Department
would circulate reports (Daily
Reports) on the alerts generated
by the System to the responsible
officers of the relevant
departments that handled client
accounts for review on a daily
basis

Each department would receive
and assess alerts of the client
accounts that were relevant to
them and the responsible
officers were required to make
specific enquiries with the
relevant account executives
and/or clients
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Case example 3 BEe

Ineffective post-trade monitoring

Evidence shows that:

Prior to May 2018: the Daily Reports were not sent to 2 of the 4 departments
that handled client accounts

Between 29 March and 7 September 2016: no review record for >1,600
alerts generated

Q During the periods from 1 August 2017 to 31 July 2019 and from 1 June to
‘ I 31 October 2020: review records were only available for around 5,000
alerts out of >18,000 alerts generated
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Case example 3 Bus

Inadequate documentation of the findings and outcomes of the alert review

| |

P

/ Alert review records are Failed to properly maintain the
fragmented and cannot responsible officers’ review
adequately explain the rationales records and/or to ensure that the
of the findings and outcomes of responsible officers adequately
LC’s examinations of the unusual record their examination remarks

transactions flagged by the alerts I I
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Case example 3 BEe

Ineffective compliance checking against the alert reviews

( \ Select ( \ Review

samples alerts r findings and
per month for r follow-up
review ﬁ actions ’ \‘\ 4

Monthly Check Written records

Compliance

\, Department )

—— /£

The Monthly Check records show the Compliance Department focused on examining
the actual sample alerts and never reviewed the adequacy of the records kept
and whether the steps taken by the responsible officers to examine the unusual
transactions flagged by the alerts were compliant with the LC’s policy.
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Thank you

AML/CFT section of the SFC website:

https://www.sfc.hk/en/Rules-and-standards/Anti-money-
laundering-and-counter-financing-of-terrorism



https://www.sfc.hk/en/Rules-and-standards/Anti-money-laundering-and-counter-financing-of-terrorism
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