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HONG KONG SPECIAL ADMINISTRATIVE REGION

ORDINANCE NoO. 14 oF 2004

TUNG Chee-hwa
Chief Executive
29 June 2004

An Ordinance to amend the Electronic Transactions Ordinance.
[30 June 2004]

Enacted by the Legislative Council.

1. Short title and commencement

(1) This Ordinance may be cited as the Electronic Transactions
(Amendment) Ordinance 2004.
(2) This Ordinance shall come into operation on 30 June 2004.

2. Interpretation

Section 2(1) of the Electronic Transactions Ordinance (Cap. 553) is
amended—
(a) by repealing the definition of “accept a certificate” and
substituting—
““accept” (#4%), in relation to a certificate—

(a) 1n the case of a person named or identified in
the certificate as the person to whom the
certificate is issued, means to—

(1) confirm the accuracy of the information
on the person as contained in the
certificate;

(i) authorize the publication of the
certificate to any other person or in a
repository;

(111) use the certificate; or
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(iv) otherwise demonstrate the approval of
the certificate; or
(b) in the case of a person to be named or
identified in the certificate as the person to
whom the certificate is 1ssued, means to—

(1) confirm the accuracy of the information
on the person that is to be contained in
the certificate;

(1) authorize the publication of the
certificate to any other person or in a
repository; or

(ii1) otherwise demonstrate the approval of
the certificate;”;
(b) 1n paragraph (e) of the definition of “certificate”, by repealing “a
responsible officer of”;
(¢) 1n the definition of “code of practice”, by repealing “issued” and
substituting “published”;
(d) by repealing the definition of “issue” and substituting—

““issue” (#i), in relation to a certificate, means to—

(a) create the certificate, and then notify the
person named or identified in the certificate
as the person to whom the certificate is issued
of the information on the person as contained
in the certificate; or

(b) notify the person to be named or identified in
the certificate as the person to whom the
certificate is issued of the information on the
person that is to be contained in the
certificate, and then create the certificate,

and then make the certificate available for use by the
person;”;
(e) by adding—

““consent” ([F]&), in relation to a person, includes consent

that can be reasonably inferred from the conduct of the

person;
“government entity” (BUF#.{i/) means a public officer or a
public body;

“Permanent Secretary” (/L) means the Permanent
Secretary for Commerce, Industry and Technology
(Communications and Technology);”.
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Matters to which sections 5,
5A, 6,7, 8 and 17 are
not applicable

Section 3 is amended—
(a) by adding “5A,” after “5,”;
() by adding—
“(aa) requirement or permission for a document to be served
by personal service or by post;”.

Section added
The following is added—

“S5A. Service of documents

(1) Without limiting the generality of section 5, if a rule of law
under a provision set out in Schedule 3 requires a document to be served
on a person by personal service or by post (whether or not there is any
further specification as to the address or place at which such service is to
be effected), the provision shall be construed as also providing that service
of the document in the form of an electronic record to an information
system designated by the person satisfies the requirement under the
provision if the information contained in the electronic record is accessible
so as to be usable for subsequent reference.

(2) Without limiting the generality of section 5, if a rule of law
under a provision set out in Schedule 3 permits a document to be served
on a person by personal service or by post (whether or not there is any
further specification as to the address or place at which such service is to
be effected), the provision shall be construed as also providing that service
of the document in the form of an electronic record to an information
system designated by the person is permitted under the provision if the
information contained in the electronic record is accessible so as to be
usable for subsequent reference.”.

Electronic signatures, digital signatures, etc.

Section 6 is amended—
(a) by repealing subsection (1) and substituting—
“(1) Where—
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(a)

(5)

a rule of law requires the signature of a
person (“the first mentioned person”) on
a document or provides for certain
consequences if the document 1s not signed by
the first mentioned person; and

neither the first mentioned person nor the
person to whom the signature is to be given
(“the second mentioned person”) is or is
acting on behalf of a government entity,

an electronic signature of the first mentioned person
satisfies the requirement if—

(c)

(d)

(e)

the first mentioned person uses a method to
attach the electronic signature to or logically
associate the electronic signature with an
electronic record for the purpose of identifying
himself and indicating his authentication or
approval of the information contained in the
document in the form of the electronic record;
having regard to all the relevant
circumstances, the method used is reliable,
and is appropriate, for the purpose for which
the information contained in the document is
communicated; and

the second mentioned person consents to the
use of the method by the first mentioned
person.

(1A) Where—

(a)

(b)

a rule of law requires the signature of a
person on a document or provides for certain
consequences if the document 1s not signed by
the person; and

either or both of the person mentioned in
paragraph (a) and the person to whom the
signature is to be given is or are or is or are
acting on behalf of a government entity or
government entities,

a digital signature of the person mentioned in paragraph (a)
satisfies the requirement if the digital signature is—

(c)
(d)

(e)

supported by a recognized certificate;
generated within the wvalidity of that
certificate; and

used in accordance with the terms of that
certificate.”;
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(b) 1n subsection (2)—

(1) by repealing “(1)” and substituting “(1A)(d)”;

(1) in paragraph (a), by adding “by the Director, and the
certificate is not revoked or suspended by the recognized
certification authority that issues the certificate” after
“suspended”;

(111) by adding—

“(aa) in the case of a recognized certificate that is a
certificate designated as a recognized certificate
issued by the recognized certification authority
referred to in section 34, the designation is not
withdrawn by the certification authority;”.

Part heading amended
The heading to Part IV is amended by adding “5SA,” after “5,”.

Permanent Secretary may make orders
excluding application of section
5,6, 7 or 8, etc.

Section 11 1s amended—
(a) 1n subsection (1), by repealing “Secretary” and substituting
“Permanent Secretary”;
(b) 1n subsection (2)—
(1) by repealing “Secretary” and substituting ‘“Permanent
Secretary”;
(1) by repealing “this Ordinance” and substituting “section 3,
5A, 6,7 or 8’;
(ii1) in paragraph (a), by adding “or a document in the form of
an electronic record is to be served” after “or retained”;
(¢) 1in subsection (3), by repealing “Secretary” and substituting
“Permanent Secretary”.

Electronic record to comply with specified
requirements to satisfy sections 5, S5A,
6,7 and 8

Section 12 1s amended—
(a) by repealing “Secretary” and substituting “Permanent
Secretary”;
() by adding “, the document served” after “or retained”;
(c) by adding “ -~ U after “a%SF &,
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Rules of court or procedure only to apply where
relevant authority provides for application

Section 13 1s amended—
(a) 1n subsection (1)—
(1) by adding “5A,” after “5,”;
(1) by adding “, documents served” after “or retained”;
(b) 1n subsection (3)(a), by adding “5A,” after “5,”.

Consent required for sections 5, SA and 7 to
apply to transactions between persons
who are not government entities

Section 15 1s amended—
(a) by adding—

A491

“(2A) If an Ordinance requires a document to be
served by a person on another by personal service or by
post and neither person is or is acting on behalf of a
government entity, section SA(1) applies only if the person
on whom the document is to be served consents to it being

served in the form of an electronic record.

(2B) If an Ordinance permits a document to be served
by a person on another by personal service or by post and
neither person is or is acting on behalf of a government
entity, section SA(2) applies only if the person on whom the
document is to be served consents to it being served in the

form of an electronic record.”;
(b) by repealing subsections (3) and (5).

Formation and validity of electronic contracts

Section 17 is amended by adding—

“(2A) For the avoidance of doubt, it is declared that in the context of
the formation of contracts, if an offer or the acceptance of an offer is in
whole or in part expressed by means of an electronic record, an electronic
signature attached to or logically associated with the electronic record
shall not be denied legal effect on the sole ground that it is an electronic

signature.”.
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12. Certification authority may apply
to Director for recognition

Section 20 1s amended—
(a) 1n subsection (3)—
(1) in paragraph (a)—
(A) by repealing “and” at the end;
(B) by adding “#2&ft” before “R”;
(i1) by repealing paragraph (b) and substituting—

“(b) a report which—

(1) contains an assessment as to whether the
applicant is capable of complying with such
provisions of this Ordinance and of the code
of practice as are specified in the code of
practice for the purposes of this
subparagraph; and

(1) 1s made by a person approved by the Director
as being qualified to make such a report; and

(¢) a statutory declaration which—

(1) states whether the applicant is capable of
complying with such provisions of this
Ordinance and of the code of practice as are
specified in the code of practice for the
purposes of this subparagraph; and

(1) 1s made by a responsible officer of the
applicant.”;

(i) by repealing “R42&ft” and substituting “{=”;
() by adding—

“(3A) Any report or statutory declaration required to be
furnished under subsection (3) must be made at the expense
of the applicant.”;

(¢) 1n subsection (4)(b), by adding “or statutory declaration” after
“report”.

13. Director may on application recognize
certification authorities

Section 21(4)(d) is repealed and the following substituted—

“(d) any report or statutory declaration furnished by the applicant under
section 20(3);”.
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14. Director may recognize certificates

Section 22(10) is amended by adding “as they apply to an application for

recognition” after “subsection (9)”.

15. Matters Director may take into account in
revoking or suspending a recognition

Section 25(c) is repealed and the following substituted—
“(c¢) any report or statutory declaration furnished by the certification
authority under section 43(1) or 43A(1).”.

16. Director may renew recognition of

certification authority

Section 27 1s amended—

(a) 1n subsection (4), by repealing everything after “renewal” and
substituting “must be made in the prescribed manner and in a
form specified by the Director.”;

() by adding—

“(5A) An applicant must furnish to the Director—

(a) the

relevant particulars and documents

specified under section 30;
(b) a report which—

(1)

(ii)

contains an assessment as to whether the
applicant is and is capable of complying
with such provisions of this Ordinance
and of the code of practice as are
specified in the code of practice for the
purposes of this subparagraph; and

is made by a person approved by the
Director as being qualified to make such
a report; and

(¢) a statutory declaration which—

(1)

(ii)

states whether the applicant is and is
capable of complying with such
provisions of this Ordinance and of the
code of practice as are specified in the
code of practice for the purposes of this
subparagraph; and

is made by a responsible officer of the
applicant.
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(5B) Any report or statutory declaration required to
be furnished under subsection (5A) must be made at the
expense of the applicant.”;

(¢) 1n subsection (6), by adding “or (5A)” after “(4)”;
(d) by adding—

“(6A) In determining an application for renewal, the
Director shall, in addition to any other matter the Director
considers relevant, take into account—

(a) any matter set out in section 21(4)(a), (b), (¢),
(e) or (f) which applies to the application for
renewal as it applies to an application for
recognition, subject to necessary modifications;
and

() any report or statutory declaration furnished
by the applicant under subsection (5A).

(6B) Where—

(a) an applicant has furnished to the Director a
report for the purpose of complying with the
requirements referred to in section 43(1)(a) or
43A(1)(c); and

(b) the Director considers that had the report been
furnished for the purpose of complying with the
requirements referred to in subsection (5A)(b),
it would have satisfied those requirements,

the Director may accept the report, and the report shall, for
all purposes, be regarded as a report that is furnished under
subsection (5A)(b) and that satisfies the requirements
referred to in that subsection.

(6C) Where—

(a) an applicant has furnished to the Director a
statutory declaration for the purpose of
complying with the requirements referred to
in section 43(1)(b) or 43A(1)(d); and

(b) the Director considers that had the statutory
declaration been furnished for the purpose of
complying with the requirements referred to
in subsection (5A)(c), it would have satisfied
those requirements,

the Director may accept the statutory declaration, and the
statutory declaration shall, for all purposes, be regarded as
a statutory declaration that is furnished under subsection
(5A)(c) and that satisfies the requirements referred to in that
subsection.”;
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(e) by repealing subsection (7) and substituting—
“(7) In renewing the recognition of a certification
authority, the Director may—
(a) attach conditions to the renewal of the
recognition; or
(b) specify a period of validity for the renewed
recognition.”.

17. Director to specify particulars
and documents by notice in
the Gazette

Section 30(1) is amended by repealing “27(4)” and substituting “27(5A)”.

18. Section substituted

Section 33 is repealed and the following substituted—

“33. Director may publish code of practice

(1) The Director may publish in the Gazette a code of practice—
(a) specifying standards and procedures for carrying out the
functions of recognized certification authorities;
(b) specifying the provisions of this Ordinance and of the code
of practice for the purposes of—
(1) section 20(3)(b)(i) and (c)(1);
(1) section 27(5A)(b)(1) and (c)(1);
(111) section 43(1)(a)(1) and (b)(1); and
(iv) section 43A(1)(c)(1) and (d)(3).

(2) The code of practice published under subsection (1) may make
different provisions for different circumstances and provide for different
cases or classes of cases.

(3) The Director may from time to time amend the whole or any
part of the code of practice published under subsection (1) in a manner
consistent with the power to publish the code under subsection (1), and
any reference in this Ordinance to the code shall, unless the context
otherwise requires, be construed as a reference to the code as so amended.

(4) Any code of practice published under subsection (1) is not
subsidiary legislation.”.
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19. Section substituted

Section 36 is repealed and the following substituted—

“36. Publication of issued and accepted
certificates

Where a person named or identified, or to be named or identified, in

a recognized certificate as the person to whom the certificate is issued—

(a) accepts the certificate, the recognized certification authority

concerned must publish the certificate in a repository as

soon as reasonably practicable after it issues the certificate;

(b) does not accept the certificate, the recognized certification
authority concerned must not publish the certificate.”.

20. Recognized certification authority
to use trustworthy system

Section 37 is amended—
(a) 1n paragraph (a), by repealing “or withdraw” and substituting “,
revoke or suspend”;
() 1n paragraph (b), by repealing “or withdrawal” and substituting
“, revocation or suspension”.

21. Recognized certification authority
to furnish report and statutory
declaration on compliance with
Ordinance and code of practice

Section 43 1s amended—
(a) by repealing subsections (1) and (2) and substituting—
“(1) At least once in every 12 months, a recognized
certification authority must furnish to the Director—
(a) a report which—

(1) contains an assessment as to whether
the certification authority has, from
the specified date until the last day
of the period to which the report
relates, complied with such provisions of
this Ordinance and of the code of
practice as are specified in the code of
practice for the purposes of this
subparagraph; and
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(i1) i1s made by a person approved by the
Director as being qualified to make such
a report; and

(b) a statutory declaration which—

(1) states whether the certification authority
has, from the specified date until the last
day of the period to which the statutory
declaration relates, complied with such
provisions of this Ordinance and of the
code of practice as are specified in the
code of practice for the purposes of this
subparagraph; and

(i1) 1s made by a responsible officer of the
certification authority.

(2) Any report or statutory declaration required to be
furnished under subsection (1) must be made at the expense
of the certification authority.”;

() 1n subsection (3)—
(1) by repealing “date of the report” and substituting
“respective dates of the report and statutory declaration”;
(11) by adding “and statutory declaration” after “in the report”;
(c) by adding—
“(BA) Where—

(a) the certification authority has furnished to
the Director a report for the purpose of
complying with the requirements referred to
in section 27(5A)(b) or 43A(1)(¢); and

(b) the Director considers that had the report
been furnished for the purpose of complying
with the requirements referred to in
subsection (1)(a), it would have satisfied those
requirements,

the Director may accept the report, and the report shall, for
all purposes, be regarded as a report that is furnished under
subsection (1)(a) and that satisfies the requirements referred
to in that subsection.

(3B) Where—

(a) the certification authority has furnished to the
Director a statutory declaration for the
purpose of complying with the requirements
referred to in section 27(5A)(c) or 43A(1)(d);
and



ELECTRONIC TRANSACTIONS (AMENDMENT) Ord. No. 14 of 2004 A505
ORDINANCE

(b) the Director considers that had the statutory
declaration been furnished for the purpose of
complying with the requirements referred to
in subsection (1)(b), it would have satisfied
those requirements,

the Director may accept the statutory declaration, and the
statutory declaration shall, for all purposes, be regarded as
a statutory declaration that is furnished under subsection
(1)(b) and that satisfies the requirements referred to in that
subsection.”;
(d) by repealing subsection (4) and substituting—

“(4) In subsection (1), “specified date” (&% H )
means—

(a) the date on which recognition is granted
under section 21 or section 34 comes into
operation; or

(b) the day following the last day of the period
for which the last report or last statutory
declaration, as the case may be, was furnished
under that subsection,

as the case may require.”.

22. Section added
The following is added—

“43A. Recognized certification authority
to furnish report and statutory
declaration when required by
Director

(1) Where the Director considers that there have been or will be—
(a) major changes in—

(1) the financial status of a recognized -certification
authority for operating as such in accordance with this
Ordinance and the code of practice;

(i) the arrangements put in place by a recognized
certification authority to cover any liability that may
arise from its activities relevant for the purposes of this
Ordinance; or

(i1) the system, procedure, security arrangements and
standards used by a recognized certification authority
to issue recognized certificates; or
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() any other major changes that may affect the determination
of the Director as to whether to—

(1)

(ii)

revoke under section 23(1) the recognition of any
certification authority or the recognition of any
certificate issued by a recognized certification
authority; or

suspend under section 24(1) the recognition of any
certification authority or the recognition of any
certificate issued by a recognized certification
authority,

the Director may, by notice given to the certification authority, specify the
major changes and require the certification authority to furnish to the
Director within the period specified in such notice all or any of the

following—

(c¢) areport which—

(1)

(ii)

contains an assessment as to—

(A) whether, having regard to the major changes that
have occurred, the certification authority is and is
capable of complying;

(B) whether, having regard to the major changes that
will occur, the certification authority is capable of
complying,

with such provisions of this Ordinance and of the code

of practice as are specified in the code of practice for

the purposes of this subparagraph; and

is made by a person approved by the Director as being

qualified to make such a report; and

(d) a statutory declaration which—

(1)

(ii)

states—

(A) whether, having regard to the major changes that
have occurred, the certification authority is and is
capable of complying;

(B) whether, having regard to the major changes that
will occur, the certification authority is capable of
complying,

with such provisions of this Ordinance and of the code

of practice as are specified in the code of practice for

the purposes of this subparagraph; and

1s made by a responsible officer of the certification

authority.

(2) Any report or statutory declaration required to be furnished
under subsection (1) must be made at the expense of the certification

authority.
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(3) The Director must publish in the certification authority
disclosure record for the certification authority the date of any of the
report and statutory declaration and the material information in any of
the report and statutory declaration.

(4) Where—

(a) the certification authority has furnished to the Director a
report for the purpose of complying with the requirements
referred to in section 27(5A)(b) or 43(1)(a); and

(b) the Director considers that had the report been furnished
for the purpose of complying with the requirements referred
to in subsection (1)(c), it would have satisfied those
requirements,

the Director may accept the report, and the report shall, for all purposes,
be regarded as a report that is furnished under subsection (1)(c) and that
satisfies the requirements referred to in that subsection.

(5) Where—

(a) the certification authority has furnished to the Director a
statutory declaration for the purpose of complying with the
requirements referred to in section 27(5A)(c) or 43(1)(b);
and

(b) the Director considers that had the statutory declaration
been furnished for the purpose of complying with the
requirements referred to in subsection (1)(d), it would have
satisfied those requirements,

the Director may accept the statutory declaration, and the statutory
declaration shall, for all purposes, be regarded as a statutory declaration
that 1s furnished under subsection (1)(d) and that satisfies the
requirements referred to in that subsection.

(6) A notice under subsection (1) is taken to have been given by the
Director to a recognized certification authority if it is—

(a) sent to the certification authority as an electronic record; or

(b) sent by post or registered post to the last known address of
the certification authority.

(7) If in a particular case it is not reasonably practicable to give a
notice under subsection (1) by either of the means specified in subsection
(6), the notice is taken to have been given if the Director publishes it in the
relevant certification authority disclosure record.”.

Recognized certification authority
to maintain repository

Section 45 1s amended by adding—
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“(3) Any list of repositories published under subsection (2) is not
subsidiary legislation.”.

Obligation of secrecy

Section 46 1s amended, in subsection (1), by adding “any information

relating to another person as contained in” before “such record”.

25.

26.

27.

28.

29.

Secretary may amend Schedules

Section 50 is amended by repealing “and 2” and substituting “, 2 and 3”.

Schedule heading amended
The heading to Schedule 1 1s amended by adding “5A,” after “5,”.

Schedule heading amended
The heading to Schedule 2 is amended by adding “5A.,” after “5,”.

Schedule 3 added
The following is added—

“SCHEDULE 3 [ss. SA & 50]

SERVICE OF DOCUMENTS

Item Enactment Provision
1. Landlord and Tenant (Consolidation) Section 119Y(1)(a) and (b)
Ordinance (Cap. 7)
Rating Ordinance (Cap. 116) Section 50(1)
3. Government Rent (Assessment and Section 45(1)”.

Collection) Ordinance (Cap. 515)

Consequential Amendments

Inland Revenue Ordinance

Interpretation

Section 2 of the Inland Revenue Ordinance (Cap. 112) is amended—
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(a) 1n subsection (5)(a), by repealing everything after “signature”
and substituting “to; or”;
(b) by adding—
“(6) For the purposes of subsection (5)(a), a digital
signature shall be—
(a) supported by a recognized certificate;
(b) generated within the wvalidity of that
certificate; and
(c) used in accordance with the terms of that
certificate.

(7) For the purposes of subsection (6)(a), a digital
signature is taken to be supported by a recognized
certificate if it is taken to be supported by that certificate
under section 2(2) of the Electronic Transactions Ordinance
(Cap. 553).

(8) In subsection (6)(b), “within the validity of that
certificate” (TEaZ%a5ZAIARMIN) has the meaning assigned
to it by section 6(2) of the Electronic Transactions
Ordinance (Cap. 553).”.

Securities and Futures (Financial Resources) Rules

30. Licensed corporations to submit returns
to Commission

Section 56 of the Securities and Futures (Financial Resources) Rules
(L.N. 209 of 2002) is amended—
(a) in subsection (6)(d)(1), by repealing everything after
“corporation,” and substituting—
“and the digital signature shall be—
(A) supported by a recognized certificate;
(B) generated within the validity of that certificate; and
(C) used in accordance with the terms of that certificate;
or’;
() by adding—

“(6A) For the purposes of subsection (6)(d)(1)(A), a
digital signature is taken to be supported by a recognized
certificate if it is taken to be supported by that certificate
under section 2(2) of the Electronic Transactions Ordinance
(Cap. 553).”;

(¢) 1n subsection (7)—
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(1) in the definition of “digital signature”, by adding “section
2(1) of” after “by”;

(11) by repealing the definition of “recognized certificate” and
substituting—

““recognized certificate” (B F# ) has the meaning
assigned to it by section 2(1) of the Electronic
Transactions Ordinance (Cap. 553);”;

(i11) by repealing the definition of “recognized -certification
authority”.

Securities and Futures (Miscellaneous) Rules

31. Service of documents on Commission

Section 2 of the Securities and Futures (Miscellaneous) Rules (L.N. 216 of
2002) 1s amended—
(a) in subsection (3), by repealing everything after “digital
signature” and substituting—
“, and the digital signature shall be—
(a) supported by a recognized certificate;
(b) generated within the validity of that
certificate; and
(¢) wused in accordance with the terms of that
certificate.”;
(b) by adding—

“(5) For the purposes of subsection (3)(a), a digital
signature i1s taken to be supported by a recognized
certificate if it is taken to be supported by that certificate
under section 2(2) of the Electronic Transactions Ordinance
(Cap. 553).

(6) In subsection (3)—

“digital signature” (¥(i%5% ) has the meaning assigned to it
by section 2(1) of the Electronic Transactions
Ordinance (Cap. 553);

“recognized certificate” (32 7]#% &) has the meaning assigned
to it by section 2(1) of the Electronic Transactions
Ordinance (Cap. 553);

“within the validity of that certificate” (7£#%# = 1A RWIA)
has the meaning assigned to it by section 6(2) of the
Electronic Transactions Ordinance (Cap. 553).”.



